g Installation

Biometrics Security

1. Insert the Smart-ID Fingerprint
Scanner to an available
USB port on your computer running
Microsoft Windows 10.

2. Locate the SmartIDInstaller software
from:
http://www.ideminc.com/support

SmartlDInstaller

3. Download it to your computer and
double click on it.

Note: If the Fingerprint Scanner is not
plugged in, an error message will
appear. Insert the Fingerprint
Scanner into an available USB

port and click “Retry”.

Smart-1D x

Can not find any fingerprint dongle!

please plug in your fingerprint dongle to proceed...

CRety ] [ ignore |

4. Follow the step-by-step instructions and complete the
installation process. Be sure to back up all original files in
unencrypted form.

Caution: If you re-install your computer or restore it back
to factory settings, encrypted files may no longer be

Smart—lD decrypted.
Application S “
Software e

fles cannot be rocoversd forrver. Users ke all of
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for USB Fingerprint Scanner

With Smart-ID Application Software, the USB [ ot ] L ]
Fingerprint Scanner enables you to enroll and

manage Yyour fingerprints for secure login and

file security in the event of unauthorized 5. Once installation is completed, the “Smart-ID” program
access or computer theft. will launch automatically.
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Password Security Zone Fingerprint
Manager Maintenance
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Configuration

1. You shall find the program icon on the computer desktop
as shown below. The program shall also appear in the
shortcut area after the program is executed.

2. If you have Google Chrome installed, the following:
“Smart-IDWebAutoLogin” program shall launch.
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Smart-ID WebAutoLogin ==
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3. Install and enable the addon program.

Extensions @

@ Smart 1D Webdutologn o Lnabiad ]

4. When the Internet Explorer browser launches the first
time after installation, the following message will pop up.
Click on “Enable” to proceed.

5. Otherwise, you can check the “Manage add-ons” by
clicking the setting icon of Internet Explorer.

= X
Print >
File >
Zoom (150%) >
Safety >
Add site to Apps
View downloads. Ctrl+)

Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings
Internet options

About Internet Explorer
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Configuration (Cont.)

6. Activate the “WebAutoLoginBHO” program.

Tip: How to open “Microsoft Internet Explorer 11”
in the Windows 10?

1. Type “Internet Explorer” in the Search textbox.

O Type here to search

Internet Explorer browser.

y Internet Explorer
Lot Desktop app

Apps

B Microsoft Edge

Search suggestions

L Internet Explorer - See web results

Settings (3)

P Internet Euploreri

browser

2. Then selet the Internet Explorer in the list to open the
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@ Enroll Your Fingerprints

1. Click on “Fingerprint Maintenance” icon shown on the on
the main menu below.

Security Zone

Password
Manager

Fingerprint
Maintenance

G0®

2. Click on the finger you wish to enroll.

Select a finger to enroll.

( Fingerprint Management | | Finish ]

3. Repeatedly lift and rest your finger on the fingerprint
sensor on the side of the USB Fingerprint Scanner as
instructed.
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@ Enroll Your Fingerprints (Cont.)

4. Follow the instructions that appear on the screen. Keep
resting and lifting your finger until the fingerprint
enrollment process is completed.

Fingerprint
Enrollment

Prosex youst Bngper on ihe
Srradt WD indgerpding Sofiiod
up and down fod 18 = 20
Tirrsess Iy Wlbowring b TR
BT,

You are suggesied o
change the angle of your
finger during the
enrolimant to fnish the
fingerprint enroliment
sucoesshully
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5. When the process is completed, the fingerprint you have
enrolled will be checked.
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Sebect a Finger to enoll

Fingerprint Management Fimiah

6. You can display and manage the fingerprint database by
clicking on the “Fingerprint Management” icon.

I@ Windows fingerprint database

The list of enrolled fingerprint templates. Delete

™ Fingerprint Data

[ Smart-ID right index finger
] Smart-1D right middle finger
[ SmartD right baby finger
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@ Encription & Decryption @ Setting Up Security Zones

You are advised to encrypt your personal, sensitive 1. You can drag and drop a file over the “Security Zone”
or confidential files to prevent unauthorized access to your icon directly to encrypt it. To encrypt all files within a
computer. folder, you can drag and drop the folder over the

“Security Zone” icon directly.

1. Select the file/files of :”‘:‘ —
interest, and right click s
and select “Smart-ID © Convertto Adobe PDF —
Encryption” from the *  Combine files in Acrobat...
||St %# Move to Dropbox
W scan e file
@ Shred
@ Touro Cloud Backup >
Open with >
Share with »

BB Add to archive...
B Add to "abcrar”
BB Compress and email..
BB Compress to "abc.rar” and email
& Smart-ID Encryption
Smart-ID Encryption For Share

Password Security Zone Fingerprint
Manager Maintenance
2. The file(s) selected will be encrypted as shown below: a0
- a =
F ? .”"M'fmm — e : 2. You can set up a folder as a security zone where any

file(s) or folder(s) placed will be encrypted automatically.
Click on the “Security Zone” icon on the main panel and
click on the “Add” button as shown below.
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El & abena
& oropbox ——

& OneDiive
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. To decrypt an encrypted file, just double-click on it. The ) )
“Fingerprint Validation” window will pop up. You can [ ade ) Delete
scan your fingerprint or enter Windows login password :
for authentication.

You can also select more than one encrypted files at a
time to decrypt; right-click and select Smart-1D
Decryption to decrypt.

There is no security zone

3. To specify the path for the new folder, you may click on
the directory button to the right of the dialog box.
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your finger to validate. | @

Please input Windows login password
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@ Setting Up Security Zones (Cont.)

4. The “Browse For Folder” window will pop up. Select the
path of your security folder.
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5. Enter the Subfolder name (optional).

Add new Security Zone

Select or enter the main path
|CaUsersimtch1tD esktopitest

Subfolder name

My SecurityZone |

-

Add

A Cancel

6. All files placed in the security folder created will be
encrypted automatically in 15 seconds as described
earlier. You can open and edit an encrypted file in a
security folder. Once the file is saved, it will be encrypted
automatically.
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@ Setting Up Security Zones (Cont.)

Password Manager allows you to conveniently log into
some of your web accounts, such as FaceBook and
Google, using Internet Explorer or Google Chrome with a
touch of your registered fingerprints.

Note: Not all web sites support fingerprint sign in.

1. Click on the “Password Manager” icon on the main
menu.

5 O
wmart-

Password Security Zone Fingergprint
Manager Maintenance
480D

2. You will be prompted with the following menu. Click on
the “New account” button to add a web account for
fingerprint sign in.
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3. Go to the web site you want to add, e.g., FaceBook.
Enter your account ID and password and login as you
usually do.

facebook

Connect with friends and the |
world around you on Facebook.
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@ Password Manager(Cont.)

e

Q Password Manager(Cont.)
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4. You could add more web accounts by following the
below procedure.

5. Click “OK” to save the account and password when
prompted, and the web account will be added to the
web site management window as shown below.
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6. You can right-click to select “Login”, “Edit”, or “Delete”
the account.
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Help:

For more information and support on this product,
please contact:

Warranty:

This product is covered by a warranty for a period of one
(1) year from the date of original purchase. For more
information, please visit:

© 2018 IDEM, Inc.
Al resgistered logos and trademarks property of the respective owners.




